IT Security officer

tvt07998@gmail.com
Phone :
Web :

Job Summary

Vacancy :

Deadline : Dec 27, 2024

Published : Dec 23, 2024

Employment Status : Full Time

Experience : Any

Salary : As per organization salary policy per month
Gender : Any

Career Level : Any

Qualification :
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Job Description

About New Kabul Bank:
New Kabul Bank started its banking activities on 18 April 2011 by having received its license as a commercial bank
under banking system of the country.
New Kabul Bank is operating by CBS system and providing services for valued citizens by covering a wide network all
over Afghanistan with professional and experienced cadre.
Job Description:
Job summary: (ERRER HER)
The IT Security Specialist will function as the overall security expert for the enterprise IT environment. This includes
oversight of security projects, facilitation of security and audit assessments, IT systems hardening and security best
practices, compliance programs, vulnerability remediation, security scanning and reporting, disaster recovery
preparedness, and change management.
The individual will report to Chief Information officer / Deputy Chief Information Officer..
Job Description: (ERRER FAR)
« Function as the overall security expert in the enterprise.
- Protects system by defining access privileges, control structures, and resources by conducting periodic vulnerability
and security risk assessments and scans of IT Infrastructure.
« Defines, recommends and manage security configuration and operations standards for security and information
systems and applications, including policy assessment and compliance tools, network security appliances, and host-
based security systems.
« Defines and validates baseline security configurations for operating systems, applications, databases, networking and
telecommunications equipment.
« Determines security violations and inefficiencies by conducting periodic audits.
- Liaison to Networking to ensure security in architecture and technology changes.
« Ensure endpoint security and adherence to approved data policies as per DAB norms and regulatory standards for
business, technology and procedural changes.
- Identifies and makes recommendations regarding critical points of failure. Recommends changes required to expand
recovery plans
+ Maintain and update the IT Incident Response Plan. Works with teams to resolve issues that are uncovered by various
internal and monitoring tools.
+ Develops, refines and implements of enterprise-wide security policies, procedures and standards to meet compliance
responsibilities. Monitor compliance programs according to policies and procedures for breaches or exposure.
« Provides security support for application- and infrastructure related projects to ensure that security issues are
addressed throughout the project life cycle.
- Focus on security for emerging technologies in internet channels.
+ Assists in the development and implementation of information security disaster recovery test plans.
- Monitors the legal and regulatory environment for recent developments.
« Ensures recovery drills are performed and analyzes performance.
+ Develops and delivers IT risk & security awareness and compliance training programs.

Serve as systems security advisor to the CIO or Deputy CIO.
Job Requirements:
Job Requirements:
EDUCATION
1. Minimum Bachelor in Computer Application/Computer Science/ Information Technology or Management Information
Systems or related field.
2. Certification: CISSP (Certified Information Systems Security Professional) OR CISM (Certified Information Security
Manage) OR related security certification is must.
EXPERIENCE
Minimum 2-3 years of experience in technology field with a focus on security management, security assessment, risk
and compliance. Knowledge of networking and security technologies such as, IPSEC, VPN, routers, switches, 2nd gen
firewalls, encryption, intrusion detection/prevention, data leakage, WAF, white lists, network protocols and ports, identity
access control, authentication standards among others.
Submission Guideline:
Interested candidates are requested to send their applications along with copies of their CV and educational and work
certificates to the hrd.cv@newkabulbank.af All candidates short-listed for interviews will be directly contacted.
Kindly copy the vacancy number and past it in your e-mail subject line with the position title, otherwise you won't be
short listed.
Submission Email:
hrd.cv@newkabulbank.af
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Education & Experience

Minimum 2-3 years of experience in technology field with a focus on security management,

Must Have

Bachelors in Computer Science or IT

Educational Requirements

Compensation & Other Benefits
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